
NOTICE OF DATA BREACH 

Wacker Biotech US, formerly known as Genopis, Inc. (hereinafter, “Genopis”), recently 
discovered an incident that may affect the security of your personal information. We want to 
provide you with information about the incident, steps we are taking in response, and steps you 
may take to guard against identity theft and fraud, should you feel it is appropriate to do so.  

What happened? 

On February 26, 2021, Genopis discovered suspicious activity that suggested that a malicious 
actor obtained unauthorized access to certain Genopis employee email accounts and attempted to 
use those accounts to fraudulently obtain wire transfers from Genopis. Our investigation 
indicates that two email accounts were compromised between December 15, 2020 and February 
26, 2021.  

What information was involved? 

The malicious actors who compromised the Genopis email accounts may have accessed and 
acquired certain personal information belonging to current and former Genopis employees that 
was included in one of the compromised email accounts, such as name, address, phone number, 
health insurance member number, and/or Social Security Number. While we cannot confirm that 
any personal information was affected, it is possible that this information was accessed or 
acquired during the period of compromise. If it was, this might have exposed affected individuals 
to a risk of fraudulent activity including identity theft using personal information. 

What we are doing. 

Keeping personal information secure is of the utmost importance to us, and we took steps to 
address and contain the incident immediately. We promptly engaged a third-party forensics firm 
to conduct an investigation into this incident, and we have already taken measures designed to 
prevent this from happening again in the future, including immediately changing the credentials 
for all Genopis users and enabling a multi-factor authentication requirement. Additionally, we 
will be providing enhanced cybersecurity training to our employees to ensure they know how to 
spot and avoid malicious phishing scams in the future.  

What you can do 

If you believe your personal information may have been affected, we want to make you aware of 
steps you can take to guard against identity theft or fraud. We recommend you carefully check 
your credit reports for accounts you did not open or for inquiries from creditors you did not 
initiate. You can contact the three major credit bureaus as follows: 

Equifax 
Equifax.com/personal/credit-
report-services 
800-685-1111 

Experian 
Experian.com/help 
888-EXPERIAN 
(888-397-3742) 

Transunion 
TransUnion.com/credit-
help 
888-909-8872 

 



If you see anything on your credit report that you do not understand, call the credit bureau 
immediately. If you find any suspicious activity on your credit reports, call your local police or 
sheriff's office. For more information, visit the Federal Trade Commission’s guidance on identity 
theft at www.consumer.ftc.gov/topics/identity-theft, which explains what identity theft is and 
offers additional steps you may take to help protect yourself. It also provides details on how to 
place a fraud alert or a security freeze on your credit file. 

  



For More Information  
 
We sincerely regret any inconvenience or concern caused by this incident. If you have 
further questions or concerns, or would like an alternative to enrolling online, please call 
855-896-4454 toll-free Monday through Friday from 8 am – 10 pm Central, or Saturday 
and Sunday from 10 am – 7 pm Central (excluding major U.S. holidays). Be prepared to 
provide your engagement number B012203.  

 
 

Sincerely, 

 

Keith Hall 
Chief of Operations 
Wacker Biotech US 

 
 
 

* Offline members will be eligible to call for additional reports quarterly after 
enrolling. 
 
** The Identity Theft Insurance is underwritten and administered by American Bankers 
Insurance Company of Florida, an Assurant company. Please refer to the actual policies 
for terms, conditions, and exclusions of coverage. Coverage may not be available in all 
jurisdictions. 

 

 


